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HEALTH INFORMATION TECHNOLOGY & PRIVACY

Introduction

As U.S. health care moves from paper to an electronic world, a new national debate over privacy
of individually identifiable health information (11HI) has emerged. The patient-doctor
relationship is dependent on trust—and this extends to the personal information shared as part of
that relationship. Patients need to feel confident that they can receive needed health care without
the risk that their private information will be inappropriately disclosed, which might result in
withholding of information and lead to potentially negative clinical consequences. Patients
benefit when information pertinent to their care, concerns, and preferences are shared among
those rendering health care services to them.

Many health policy experts and health care professionals anticipate improvements in clinical care
and advances in research that could result from appropriate sharing of health information.
Individual patients will benefit when their providers are fully informed, and the public as a whole
will benefit when patient data can be aggregated and studied. However, there is considerable
tension between those who want to use the information for broader purposes (beyond that needed
for patient care) and those who want to enable individuals to sequester all or part of their medical
record due to the potential for inappropriate disclosure of this information. Some patients are
genuinely concerned that well-meaning but insufficient attempts to keep information secure will
ultimately fail and have a negative impact on individuals. News reports about disclosures of 11HI
(both accidental and intentional) add to the momentum behind calls by some privacy advocates-



This policy paper attempts to describe the key issues and to provide recommendations to help
achieve such a balance. Privacy policies need to satisfy the growing expectations that the









Dimensions of Privacy

Protecting I1H1 is far from simple—a broad range of issues must be addressed simultaneously.
Attempts to tackle individual issues separately tend to fail and can have unintended
consequences. Therefore, successful creation of policy that meets the needs of the current health
care environment and minimizes unintended consequences must start with a comprehensive
approach. This is a significant challenge because privacy requirements may vary based on
several attributes, including but not limited to the following elements:

X Type of data (general health, mental health, HIV status)

X Purpose of use (treatment, payment, public health reporting, storage in a shared
repository)

X Role of recipients (treating clinician, billing clerk)

x Individual recipient (a person performing an approved role but who has a personal
relationship with the patient)

X Source of information (e.g., EHR, claims records, PHR , HIE, Regional Health
Information Organization or RHIO)

X Patient characteristics (a minor; a particular diagnosis)

x Jurisdiction (local, state, and federal requirements may conflict).

Further, “consent” has many dimensions that need to be addressed in such a policy, including but
not limited to:

X

Patient factors—understanding, uncertainty, mental status, changing social, economic, or
medical situation

Format of consent (e.g., written, verbal)

Situation (e.g., emergency, under duress, coerced)

Medium (ink signature on form, note of verbal approval in chart)

Time limits (expiration date, no expiration)

Implied consent (opt-in, opt-out)

How consent is documented

How consent is communicated to health care providers

How masking or sequestration of specific data is indicated or not indicated.

X X X X X X X X

Policy Recommendations

The United States is slowly moving toward modernization of the health care system through the
use of HIT. Unfortunately, we are faced with an unmanageable patchwork of laws and
regulations regarding privacy and consent that is further complicated by new laws and
regulations proposed in attempts to fix the holes in the patchwork. Absent a comprehensive
approach, the U.S. faces the prospect of prolonged HIT gridlock as some privacy advocates
promote tighter regulatory requirements in response to the perception that technology will
eliminate existing protection and/or introduce new and more pervasive ways of breaching patient
privacy.






framework for privacy and consent. This framework would clearly specify appropriate activities,
such as treatment, payment, and some health care operations, where sharing of PHI can proceed
without the need for additional consent. Once the boundaries of appropriate data sharing
practices and situations are agreed on, it w



. IIHI should only be supplied in cases where such information is necessary for
proper performance of a specific function. For example, if the goal is to count
incidence of a disease or count the number of patients receiving an intervention,
there is no need to include I1HI. Determination of the need for identifiable
information should be made by appropriate publicly accountable decision-making
bodies (e.g., Department of Health and Human Services, regional or local
Institutional Review Boards [IRBs])

. ACP recognizes that certain activities may not require individual authorization for
the use of PHI and I1HI and recommends that whenever possible, all attempts
should be made to de-identify PHI and I1HI in the context of educating current and
future clinicians. Use of PHI and I1HI in educational and training activities, such as
grand rounds and teaching conferences, should be minimized, although access to
information in the clinical setting should be permitted as appropriate.

. The public must be educated about the benefits to society that result from the
availability of appropriately de-identified health information.

. There should be tighter controls against improper re-identification of de-identified
patient data.

. Appropriately de-identified patient data should be available for socially important
activities, such as population health efforts and retrospective research, with
appropriate IRB approval and adherence to standards for de-identification. (See:
Standards for privacy of individually identifiable health information final rule. 67.
Federal Register. 2002:53181-53273; Malin B, Benitez K, Masys D. Never tomold f
anonymity: a statistical standard for demographic data sharing via the HIPAA Privacy
Rule. J AM Med Inform Assoc 2011;18:26.)

. ACP believes that information may be disclosed without authorization to public
health authorities as required by law in order



E. Health care providers should not be penalized for failure to comply with requests
for PHI that, in their judgment, are inappropriate under disclosure rules after
notifying the requester that the request is being denied.

F. Health care providers should not be held responsible for actions taken by another
entity with regard to PHI that the provider supplied to that entity in accordance
with privacy regulations.

New Position 4: Regarding research, a revised privacy rule should maximize appropriate
uses of information to achieve scientific advances without compromising ethical obligations
to protect individual welfare and privacy.

A. Participation in prospective clinical research requires fully informed and
transparent consent that discloses all potential uses of PHI and I1HI, and an
explanation of any limitations on withdrawing consent for use of data, including
biological materials.

B. ACP recognizes that further study is needed to resolve informed consent issues
related to future research use of PHI and I1HI associated with existing data,
including biologic materials.

o Proposed informed consent models include: specific consent (reconsent
required for new use of data); tiered or layered consent (menu of options to
indicate whether reconsent is required); general permission or open-ended
consent (all future uses permitted with IRB review); and blanket consent (no
restrictions on future use). The 2009 Institute of Medicine (IOM) report,
Beyond the HIPAA Privacy Rule: Enhancing Privacy, Improving Health
Through Researchrecommends allowing future use of existing materials for



Position 6: ACP believes that there must be agreement on a basic privacy model and on
definitions for all terms used. There must be a single, comprehensive taxonomy for consent
provisions as well as a standard structure for consent documents. Therefore, ACP
recommends that the National Committee on Vital and Health Statistics (NCVHS) convene
an expert panel to address these issues.

A. The privacy model must be unambiguous regarding which activities are permitted
and which require consent.

B. Increasingly narrowly defined consent requirements cause unacceptable burdens on
people and systems, and may increase health risks and legal liability. For example,
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Position 10: ACP believes that the nature of every agreement between entities that involves
sharing of PHI should be made public.

Position 11: ACP believes that enforcement of penalties for intentional or negligent
breaches of privacy should be strictly enforced and that state attorneys general should be
empowered to enforce privacy rules.

A. Recent calls for increased penalties fail to acknowledge the near-total lack of
enforcement of existing penalties. See “Nationwide Review of the Centers for
Medicare & Medicaid Services Health Insurance Portability and Accountability Act
of 1996 Oversight [A-04-07~05064]"
(http://www.oig.hhs.gov/oas/reports/region4/40705064.pdf).

B. Itis critical that rules and enforcement efforts distinguish between inadvertent and
intentional activities.

C. Breach rules must not hold any parties responsible for the actions of other parties
over whom they do not have direct control.

Position 12: ACP believes that new approaches to privacy measures should be tested before
implementation.

A. Once implemented, federal agencies and other stakeholders need to monitor the
impact of new privacy measures, watch for unintended consequences, and adopt a
flexible approach to implementation.

Position 13: ACP believes that use of a Voluntary Universal Unique Healthcare Identifier
could provide privacy benefits and that its potential use should be studied.

Accurate identification of patients and accurate association of patients with their data is a safety
issue. What increased risk would this identifier present beyond the actual risks inherent in our
current identification system? What benefits might it offer? A voluntary universal unique
identifier for patients that has no other use beyond associating them with their health records
might be less risky than using a set of demographic information that could have value beyond
identification for health care purposes. We believe that this issue should not be dismissed
without thorough evaluation of the potential risks and benefits. We call for the Secretary of
Health and Human Services to initiate a thorough study of the risks and benefits of a voluntary
universal unique patient identifier.

Summary

The ability of HIT and HIE to enhance the quality of care and the efficiency with which care is
provided will greatly depend on trust. Individuals and their health care providers will need to
trust that the information provided is complete and accurate and the best available representation
of data for the purpose identified. Anything short of these objectives will undermine the efforts
to use HIT to achieve the quality improvements and cost-savings many have projected. To
facilitate this trust, we first need to address the significant gaps in the availability of standards,
controlled terminology, and the reference model to support the desired privacy and
confidentiality features of any new or revised regulation. Development and testing of the
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standards recommended are essential before implementation. It is also important that we remain

13



APPENDIX 1

Perspectives

Over the past decade, a broad range of organizations have formally considered and commented
upon health care privacy issues. Below are references to a selection of such activities that
informed this paper.

eHealth Initiative

eHealth Initiative Blueprint: Building Consensus for Common Action (2007)
http://www.ehealthinitiative.org/blueprint/keyPrivacy.mspx

eHealth Initiative identified a set of basic principles that have been broadly endorsed and cited
by others.

1. Transparency of privacy rules and information use.

2. Limitations on collection and use of information.

3. Individual control and view of data sharing.

4. Security requirements.

5. Audit and notification of breaches.

6. Rules for accountability and oversight.

7. Privacy concerns must be at the forefront in standards deliberations.

American Medical Informatics Association

Policies and Practices to Look for from Organizations that Collect

Your Personal Health Information: A Consumer Checklist

2007

http://www.amia.org/files/draftconsumerchecklist.pdf

AMIA has published guidance concerning the terms that consumers should look for when
examining an organization’s privacy policies.
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The framework does not address all of the concerns of providers regarding privacy; however,
this was not its goal.

Center for Democracy and Technology

Rethinking the Role of Consent in Protecting Health Information Privacy
January 2009

http://www.cdt.org/healthprivacy/200910126Consent.pdf

This paper represents a migration in the thinking of this center on the fundamental issue of
consent. Their position is that consent should not be required for more tightly defined treatment,
payment, and health care operations. Starting from this position greatly simplifies many of the
choices one must make in such areas as sequestration and notification. CDT also contends that
efforts to expand the scope of consent may actually weaken privacy. As the scope of consent
documents becomes broader and more complex, the likelihood that the consent is truly
meaningful decreases.

General Accountability Office (GAO)

HHS Has Taken Important Steps to Address Privacy Principles and Challenges, Although More
Work Remains

GAO0-08-1138 September 17, 2008

http://www.gao.gov/products/GAO-08-1138

Quoting from the GAO report.

HHS’s privacy approach does not include a defined process for assessing and prioritizing the
many privacy-related initiatives to ensure that key privacy principles and challenges will be fully
and adequately addressed. As a result, stakeholders may lack the overall policies and guidance
needed to assist them in their efforts to ensure that privacy protection measures are consistently
built into health IT programs and applications. Moreover, the department may miss an
opportunity to establish the high degree of public confidence and trust needed to help ensure the
success of a nationwide health information network.

Department of Health and Human Services

The Nationwide Privacy and Security Framework for Electronic Exchange of Individually
Identifiable Health Information

December 2008

http://www.hhs.gov/healthit/privacy/framework.html

In December, 2008, HHS released a new privacy framework. Many have argued that it is not
sufficiently more specific than the previous efforts criticized by the GAO above.
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